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(57) Abstract :

The invention provides a system and method for detecting unknown DDoS attacks in server-side network traffic using machine learning. The system captures real-time
traffic, extracts statistical, temporal, and spatial features, and applies a combination of supervised, unsupervised, and reinforcement learning models to identify
anomalies indicative of potential attacks. Adaptive learning modules continuously update model parameters based on new traffic patterns and verified attacks, ensuring
detection of previously unseen DDoS strategies. Alerts and dashboards provide administrators with actionable insights, while the system remains scalable across cloud,
hybrid, and enterprise environments, minimizing false positives and enhancing server resilience.
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