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(57) Abstract :

The invention provides a dynamic resource isolation and malware containment mechanism tailored for containerized cloud platforms, addressing critical security
challenges in multi-tenant and rapidly evolving environments. By continuously monitoring container resource usage, network traffic, and system behavior, the system
leverages machine learning-based anomaly detection to identify malicious activities in real time. Upon detecting threats, it enforces automated containment actions such
as resource throttling, privilege revocation, and network segmentation to isolate compromised containers, preventing lateral movement and minimizing service
disruption. Integrated tightly with container orchestration frameworks, the invention dynamically adjusts security policies and supports multi-tenant risk management. It
also offers forensic data capture and automated remediation workflows to facilitate rapid incident response and recovery. Designed for scalability and performance
efficiency, the system enhances cloud-native security by providing adaptive, real-time protection against sophisticated malware threats within container ecosystems.
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