9dT HATEd
AR SHA

OFFICIAL JOURNAL

OF
THE PATENT OFFICE

fastesr . 17/2025 LHA f=i: 25/04/2025
ISSUE NO. 17/2025 FRIDAY DATE: 25/04/2025

YT HATAT HT TH THIAA
PUBLICATION OF THE PATENT OFFICE

The Patent Office Journal No. 17/2025 Dated 25/04/2025 38709



(12) PATENT APPLICATION PUBLICATION (21) Application N0.202541028192 A
(19) INDIA
(22) Date of filing of Application :25/03/2025 (43) Publication Date : 25/04/2025

(54) Title of the invention : Privacy-Preserving Auditing Mechanism for Cloud Computing Services

(71)Name of Applicant :

1)Dr. A. Srisaila

Address of Applicant :Assistant Professor, Department of Information

Technology, V R Siddhartha Engineering College (Deemed to be University),
Kanur, Vijayawada, Andhra Pradesh - 522006 ----------- ==--=-=----

2)Dr. T.Srinivasa Ravi Kiran

3)Mrs. Koneru Anitha

4)Mr. S. Tulasi Prasad

5)Dr. T. Anuradha

6)Mr. Gudivada Venu Gopal Rao

7)Dr. Ganji Ramanjaiah
Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :

1)Dr. A. Srisaila
Address of Applicant :Assistant Professor, Department of Information Technology,
V R Siddhartha Engineering College (Deemed to be University), Kanur,

:H041.0009000000, H04L.0009320000,

(51) International HO4L 0009400000, HOAL 0002080000,

classification

(86) International (G06F0021640000 Vijayawada, Apdhra Prad_esh_ - 522006 -=-=-====== =memeemennn
Application No ‘NA 2)Dr. T.Srlnlv_asa Ravi Kl_ran
Filing Date ‘NA Ad_dress of Appl_lcant :Associate Professor & H_o D, Dep_artment of Computer
(87) International Science, P. B. Siddhartha College of Arts & Science, Vijayawada, Andhra Pradesh
Publication No A 53§ﬁfl)rlso Koneru Anitha
(61) Patent of Additionto Address of Applicant :Assistant Professor, Department of CSE - AIML & 10T
Application Number : Applicant :Assistant Professor, Department of CSE - A oT,
Filing Date ‘NA Vallurupalli Nageswara Rao Vignana Jyothl_ Institute qf Engineering &
(62) Divisional to Technology, Vignana Jyothi Nagar, Pragathi Nagar, Nizampet, S. O, Hyderabad -
Application Number ‘NA 500090v Telangar_]a """""""""""
Filing Date ‘NA 4)Mr. S. Tula§| Prasad_ )
Address of Applicant :Assistant Professor, Department of CSE-AI&ML, Potti
Sriramulu Chalavadi Mallikarjuna Rao College of Engineering & Technology, 7-3-
6/1, Raghavareddy Rd, Kothapet, Vijayawada, Andhra Pradesh — 520001 -----------
5)Dr. T. Anuradha
Address of Applicant :Associate Professor, Department of Computer Science and
Business System, R V R & J C College of Engineering, Chowdavaram, Guntur-
522019 ----------- —-m-m-me--
6)Mr. Gudivada Venu Gopal Rao
Address of Applicant :Associate Professor, Department of MCA, Jagarlamudi
Kuppuswamy Chowdary College, Guntur — 522006 ----------- =======-=--
7)Dr. Ganji Ramanjaiah
Address of Applicant :Associate Professor, Department of Computer Science &
Engineering (Data Science), R V R & J C College of Engineering, Chowdavaram,
Guntur- 522019 ----------= =--=-------
(57) Abstract :

The proposed invention introduces a Privacy-Preserving Auditing Mechanism for Cloud Computing Services, focusing on secure data integrity verification without
compromising confidentiality. Utilizing advanced cryptographic techniques such as homomorphic encryption, bilinear pairing, and zero-knowledge proofs, the system
enables third-party auditors to perform integrity checks without accessing sensitive information. The mechanism incorporates batch auditing and probabilistic sampling
for scalability, ensuring efficiency even in large-scale cloud environments. Additionally, blockchain integration provides immutable and transparent audit logs,
enhancing trust and accountability. The system is designed to resist security threats, including replay attacks and malicious collusion, while remaining adaptable to
multi-cloud and hybrid architectures. Its applicability in healthcare, finance, and government sectors ensures compliance with regulatory standards. By combining
security, efficiency, and privacy, this invention offers a robust solution for maintaining data integrity and trust in cloud computing services.
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